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Letit be anabolic group.

show thatG-dh* for all he43 is a group.

(setof squares in H forms a group)

1) Identity element:1tH.
1* =1 =G.

2) closure. Va, bEG, we wantto show thata bif G.

proof: a =x2,x -H

b =yz,y =H

a.b =xxyz =(xy)G-

3)unique inverse. F a t4, E b =4 sit a.b =b. a =1.

poof:
a =x3, x tH

b =(x
-)),x"+H

a.b =x?(x+)=(X.x-)
=

1

b. a =(x+)?(x)2
=xx.x)2 =

1

4)associality:It is a grup.4 = H. Associty follows from H.



O Z. The setof squares fire a group of

oder 5 =1

The squares generate a subgroup of order 6.

& Aly integer which is a square can notbe

a generator in 2p*.

4 is a square, 4: 2"

Ican'tbe a generator of Rp*.

What is, theorder of 4?

Note that 22=1 mid p, forodd prie
by Fermat's.

and Iis an integer.

We have ↳) and P

Hence, order 4 is a divisor
of1.4 p-l.



I

(a) I =4 =1mrd 3(b) 3
=9 =4 md5

3
=
4x3 =12 =2 mud5

order of 2 is 2.

34 =2x 3 =6 =1 muds

12s*1
=

2.

order of 3
is 4

a is a generatur

17s* =4

3 is a generatur

(C) (2,3)
2

=(22,34) =(1,4)
(2,33* =(2, 3). (1,4) =(2,2)

(2,3)4 =(2,3).(1,2) =(1,1)

order of 12,3) is 4.

12,*x x2) =123") x (2=)
=

2x4 =8

Ca,3) is nota generator.



(a) X=2 mud b
In

X
=

3 mod 5

-

Fur x =1 Mod 5, x =3,8,13,.. .

X v

X =8

(e) order of 8 in 215*.
*

R- D**x Ris

8 1-(2,3)

under of is the order of (2,3)

which is 4

(f) 0rd> 1a, b)) =a =

ecmlodas,cella)

proof:for 19, b* =1

we musthave a
*
= 1 and b* =1

(a*=) mrd3) and (b*=mod 5)

Xmustbe a multiple of order of a

Xmustbe a enitple of saler of b

The smallestsuch X is leastcommon multiple of

order of a and order of b



f) No elementin Ip*x Eg"has orderequal

to (P-B(G-1) where p and of are
odd

distinctpures.

prof:Ud</a,b)) =aac
Leta be a generator

of p*.

Letb be a generator ofEa".

ordca,b)) =iis -

p and y are old pines.

21 g2dp-1, q-1)

0d(a,b) < (p - 1) (q -1)

All other elements of 2"x Z"are of

the form (ai,bs) and

odai, b)) is a divisor ofordicca.b)).
Hence, ord(a,bi) <(4-1) (9-1).

9)False because of (f)



rem
If p, g are distinct old primes.

TheZpg"is notcyclic.

It
is cyclic for only the following values:

n
=2,3,4,p4,ap* p

is odd prime.
/



This meas:9 -> -(9)
-

g- ->p(g)-

9
=

x(e)
=0(y*g) =4(9).4(9))

5H =0(ez)
=x(y xg) =0(9).4(9)

By definition ofinverse, (g) is ocg)"

a is inverse of b if

9-b =b.a =e



9) Eve sees A, A =g"mod p.
IfEve solves a, the secretshared value is B.

b) a
=

9

A =gqmod p =1

The secretshared value is A*=1* = 1.
Ive doeshave to save DLP.



C) ord(y)
=p-1

A=g
=

94 mid p I

-

a = -1 mrd P-1

a =P - 2 g" =A mud p

(9) false. ->
Running time based on

und()
When G=p-1,

not the value of 9.
org) =vekp+1)

=2 because

(p-1)
*

=p2-2p+1 and p
-

1

So, pt is a bad choice for 9!
-



When witness is found, output

composite. When inputp is
a prime. Theis no witness.

-

False.

false. Carmichael is composite
and no witness,

False.

false.


