Modulo Table

0 modulo 15is 0
1 modulo 15is 1
2 modulo 15 is 2
3 modulo 15is 3
4 modulo 15is 4
5 modulo 15is 5
6 modulo 15is 6
7 modulo 15is 7
8 modulo 15is 8
9 modulo 15is 9
30 modulo 15is 0
31 modulo 15is 1
32 modulo 15is 2
33 modulo 15is 3
34 modulo 15is 4
35 modulo 15is 5
36 modulo 15is 6
37 modulo 15is 7
38 modulo 15is 8
39 modulo 15is 9
60 modulo 15is 0
61 modulo 15is 1
62 modulo 15is 2
63 modulo 15is 3
64 modulo 15is 4
65 modulo 15is 5
66 modulo 15is 6

10 modulo 15is 10
11 modulo 15is 11
12 modulo 15is 12
13 modulo 15is 13
14 modulo 15is 14
15 modulo 15is 0
16 modulo 15is 1
17 modulo 15 is 2
18 modulo 15is 3
19 modulo 15is 4
40 modulo 15is 10
41 modulo 15is 11
42 modulo 15is 12
43 modulo 15is 13
44 modulo 15is 14
45 modulo 15is 0
46 modulo 15is 1
47 modulo 15is 2
48 modulo 15is 3
49 modulo 15is 4
70 modulo 15is 10
71 modulo 15is 11
72 modulo 15is 12
73 modulo 15is 13
74 modulo 15is 14
75 modulo 15is 0
76 modulo 15is 1

20 modulo 15is 5
21 modulo 15is 6
22 modulo 15is 7
23 modulo 15is 8
24 modulo 15is 9
25 modulo 15is 10
26 modulo 15is 11
27 modulo 15is 12
28 modulo 15is 13
29 modulo 15is 14
50 modulo 15is 5
51 modulo 15is 6
52 modulo 15is 7
53 modulo 15is 8
54 modulo 15is 9
55 modulo 15is 10
56 modulo 15is 11
57 modulo 15is 12
58 modulo 15is 13
59 modulo 15is 14
80 modulo 15is 5
81 modulo 15is 6
82 modulo 15is 7
83 modulo 15is 8
84 modulo 15is 9
85 modulo 15is 10
86 modulo 15is 11



67 modulo 15is 7
68 modulo 15is 8
69 modulo 15is 9
90 modulo 15is 0
91 modulo 15is 1
92 modulo 15is 2
93 modulo 15is 3
94 modulo 15is 4
95 modulo 15is 5
96 modulo 15is 6
97 modulo 15is 7
98 modulo 15is 8
99 modulo 15is 9

0 modulo 11is 0
1 modulo 11is 1
2 modulo 11 is 2
3 modulo 11 is 3
4 modulo 11 is 4
5 modulo 11 is 5
6 modulo 11is 6
7 modulo 11is 7
8 modulo 11is 8
9 modulo 11is 9
30 modulo 11is 8
31 modulo 11is9
32 modulo 11 is
10

33 modulo 11is 0
34 modulo 11is 1
35 modulo 11 is 2

77 modulo 15is 2
78 modulo 15is 3
79 modulo 15is 4

87 modulo 15is 12
88 modulo 15is 13
89 modulo 15is 14

10 modulo 11 is 10
11 modulo 11is 0
12 modulo 11 is 1
13 modulo 11 is 2
14 modulo 11is 3
15 modulo 11 is 4
16 modulo 11is 5
17 modulo 11 is 6
18 modulo 11 is 7
19 modulo 11is 8
40 modulo 11is 7
41 modulo 11is 8
42 modulo 11is 9
43 modulo 11 is 10
44 modulo 11is 0
45 modulo 11is 1

20 modulo 11is 9
21 modulo 11is 10
22 modulo 11is 0
23 modulo 11is 1
24 modulo 11 is 2
25 modulo 11is 3
26 modulo 11 is 4
27 modulo 11is 5
28 modulo 11is 6
29 modulo 11is 7



36 modulo 11is 3
37 modulo 11is 4
38 modulo 11is 5
39 modulo 11is 6



Question 1 (4.5 points)
Let G = {g* for all g € Z};} ={1,3,4,5,9} be asubset of Z},~ Moo / lad
(a) Let . represents multiplication modulo 11. Create the multiplication table of
G with . as the operation.
(b) Prove that (G, .) is a group.
Hint: Prove that there is an identity element. Prove that for each element,
there is a unique inverse. Prove that the group is closed under operation.

Prove that the elements of the group sastisfy associativity.
(c) Let G be the set of all elements in Z]; that are not in G. Show that G is not a

group.
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Question 2 (6.5 points)

(a) Compute the order of 2 in Z3. Is 2 a generator of Z3?
(b) Compute the order of 3 in Z;. Is 3 a generator of Z;?
(c) Compute the order of (2,3) € Z; x Z;}.1s (2, 3) a generator of Z; x ZZ?
(d) Compute the element x in Zj; such that
x = 2 mod 3 and
x =3 mod 5
(e) What's the order of x in Z{;?
(f) Let p, g be distinct odd primes. Prove that no elementin Z; x Z has order
equal to the order of Z; o Z;‘.
Hint: What's the order of Z; x Z;? What's the order of (a,b) € Z; x Z; in
terms of the order of a and the order of b?
—Sg) Let p, g be distinct odd primes. Is Z;q a cyclic group? Justify your answer.
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Question 3 (2 points)

Recall that an isomorphism ¢ is a bijective map from a group (G, %) to a group

(H,.) such that ¢(g * h) = &(g).¢(h).
For a group element k, we write the inverse of k has kL.
Prove that forall g € G, (g7 ') = ¢(g) .

T et g ——> (@)

g > W)

\

2y = BERO=HINED = D . plT)

e = FCeD=FCH % g) = BCID - €g)

B\kﬂ AN N & c\/\géfsf/

S s pogd)

O s wwee ok g
J.v=vn.0=¢

\



Question 4 (3 points)

Recall the Diffie-Hellman Key Exchange protocol and the discrete logarithm
problem.
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Public parameter creation
A trusted party chooses and publishes a (large) prime p
and an integer g having large prime order in F/.

Private computations

Alice Bob
Choose a secret integer a. Choose a secret integer b.
Compute A = ¢g* (mod p). Compute B = ¢g* (mod p).
Public exchange of values
Alice sends A to Bob y A
B Bob sends B to Alice
Further private computations
Alice | Bob

Compute the number B* (mod p). ‘ Compute the number A® (mod p).
The shared secret value is B® = (¢°)? = g% = (¢*)® = A® (mod p).

Table 2.2: Diffie-Hellman key exchange

(a) Eve observes the public exchange of values A and B. Suppose Eve able to
solves the discrete logarithm problem for the value of a from A. Does Eve needs

to solve the discrete logarithm problem for the value of b from B to get the
shared secret value? Justify your answer.

(b) Suppose the order of g is a prime q. If Alice chooses integer q as the value of
a, then can Eve finds out the shared secret value without solving the discrete
logarithm problem? If so, what's the value of A? Justify your answer.
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Public parameter creation
A trusted party chooses and publishes a (large) prime p
and an integer g having large prime order in F}.

Private computations

Alice Bob
Choose a secret integer a. Choose a secret integer b.
Compute A = g% (mod p). Compute B = g° (mod p).
Public exchange of values
Alice sends A to Bob A
B Bob sends B to Alice
Further private computations
Alice | Bob

Compute the number B* (mod p). | Compute the number A* (mod p).
The shared secret value is B® = (¢°)? = g% = (¢*)® = A® (mod p).

Table 2.2: Diffie-Hellman key exchange

(c) Suppose the order of g is p — 1. If Eve observes that the value A sent by
Alice to Bob is g1, can Eve easily find out the secret integer a of Alice without

solving the discrete logarithm problem? If so, what’s the value of a? Justify your
answer.

(d) In order to make the Diffie-Hellman Key Exchange protocol to be secure, we
should always choose a large value of g. For example, we should not choose

g = 2over g = p — 1 because the discrete logarithm problem with g = 2 is
easier to solve compared to when g = p — 1 since 2 is smaller than p — 1. True
or False.
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Question 5 (4 points)

Warn Wifeesc (s fond, outpn

composTTe | \N\en et P (s
Recall the algorithms for primality testing. A . oo & D WSS,

(a) Let p be an odd prime. Given the input p (for wwyou want to test

primality), there is a possibility that Fermat’s Little primality test will output that
pis a composite. True or False?  Tulse .

(b) Let n be a Carmichael number. Given the input n (for which you want to test

primality) and any positive integer k (for which the number of bases are chosen

to test if the base is a witness), there is a possibility that Fermat's little primality

test will output that 7 is a composite. True or False? Scise . (Peaidmel s COMGATR
N vk S,

(c) Let n be a Carmichael number. Given the input n (for which yo\u:\want to test

primality) and any positive integer k (for which the number of bases are chosen

to test if the base is a witness), Miller-Rabin’s primality test will always output
that n is a composite. True or False? Soise .

(d) Let n be a composite integer. Given the input n (for which you want to test
primality) and any positive integer k (for which the number of bases are chosen
to test if the base is a witness).

If Miller Rabin test outputs that n is probably prime, then Fermat's little test will
not output that n is composite. In other words, if Miller Rabin test failed to
conclude that n is composite, then Fermat'’s little test will also fail to conclude
that n is composite. True or False? <olse



