
&num
Dick a random a, testif a is a witness.

If a is nota witness, we will try another value ofa

We skip1,n-1 because I"' =mod for all 1 and

(n -1)""=7- 1)=I mode when his odd



1.)



Theere

If pis an oddprime, thefor all a =>-1,.., p-1]

(1) P=1 mod p (ferrat's little

(2) The only square rootof1
is 1 and -1.

Proof (2)

suppose xt**such that

x" =1. mod P

Thee x
=1 = 0 mod P

(x-1)(x
+1) =0mod P

① is prime. So, p)x-1 or P1x+)

This impliesX=1or X =p
- 1 =-mod p

N



Theses

Ifpis an odd prime, write p-=29
where 9 is odd, then

for 9 - [1,..p-1]

Then one of the following two condition is true.

(9) q" =1 mod p

(b) azia
=

-midi for atleastone i

8 - < 2

Proof: squar square square
X. 1 1
g 29 2q 3

a
/
a a

2

/
a
29

.....,
a =1

Because pis price, ap- mod pby format's little

429 =1 mod P

Since every subsequentelement is square ofprevious element.

The list ends with a one.

There exists b =g29 in the list such that

b modpbut b
=

= 1mod P

The onlysalate roofof 1in Zp"is 1 and +

b has to be equal +



Algorithm
find a miller-Robin Witness:

Leta be an integer for [1, n-1].

We say a is a
miller-Rabie Witness of a if

n-1 =299 when a is odd

(9) q**I nod n

(b) a2ia* -mid n forallowice

If a
filler-Rabin witness is found, then we

conclude a is nota prime.

·

-



Algorthr

n- 1
=23q

g is odd
star

repeata times:

Pick a number between [2, n-2]
Testif all mod and 92:9-1 Gd n for 0-ixe.

If yes, return "composite".

Ifcomposite is notreturn, return "strong probable prime"

complexity

Polynomial Ock1ogn)

Accuracy

The error made by the primality testis ceasured by

the probabilitythat a composite number is declared

probable prime.
③

-

If his odd composite number, the probability

thatmiller-Rabic testreturn thatit is a

strong probable prime is atmost(#)*



To generate a prime number, we use miller-Rabie

algorithm

Pick an integer 1 of 1024 bit. (21023<n < 21024)

Run mille--Rabin test on 1 and some values of k

If the algorithm return a is story probable prime,

they will be our prime number.

If not, repeat.

Will this algorithm terminate?

Whatis the expected number of trials?

How easy prime numbers of 1024-bit?



Distribution ofPrinces

Informally, when Xis large, 1(X)=
1r(X)

#of 1024 bitprimes
=# ofprimes

in (21023(21024)
=7(21024) - 7(21023)

1024

=

22x)
-oo)

=

21014



Expected cube- of arandom1024-bitnumber

thatwe need to testuntil we successfully

Pick a prime number.

Informally, the price number theorem tells us that

a random chosen number N has probability

p=YIN) of being prime.

If you picka number in IEN, IN],

the probability that
itisa price number

#
i
Ie(N)

By Geometric distribution, the expected numberof

randon 1024-bit numbers that we need to test until

we picka prime number is

=I(N) =11(2(24) 1700.

In principal, we don'tjustpicka randon Meber.

Choose number that
is noteven, notdivisible

by 3, 5, 7, 11.


