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Primality Test

Content:

e How do we find prime number? in particular, a large prime number (prime
number with 1024 bits, i.e., one with roughly 300 digits.

e To answer this, we first need to know how to test if an integer n is prime.

Brute Force

Try all integer less than or equal to v/n and check if the integer divides n.
Homework: Why checking less than or equal to 4/n is sufficient?
Running Time: Exponential in the size of n (the input).

Fermat Primality Test
The Fermat primality test is a probabilistic test to determine whether a number is a

“probable prime.”

Fermat Little Theorem
If pis a prime, then for any integer a coprime to p,
a?~! =1 mod p.

Definition of witness
An integer a is a witness for n if

a" ! # 1 mod n {~-meansnot-congruent)

If one finds a witness to n, then n must be a composite number.
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Algorithm
Inputs: n: a value to test for primality, n>3; k: a parameter that determines the
number of times to test for primality
Output: composite if n is composite, otherwise\lprobab/y primeI/
Repeat k times:
Pick a randomly in the range [2, n — 2]

Test if a® ! # 1 mod n, then return composite.
If composite is never returned, returned probable prime.

Running Time
O(klog®(n)) (The constant ¢ depends on the algorithm for modular
exponentiation).

Correctness

Given a composite integer n, how likely is it we can find a witness?

If number of witness is large, then it is likely that we can find a witness after some k
repetitions.

However, it turns out that there exists a composite integer n where it has NO
witness!

Such an integer is called Carmichael number.

There are infinitely many of them.

Hencer, Fermat little test fail to recognize (infinitely many) Carmichael number as
composite numbers.
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Algorithm o | n-l =2 c(/
Inputs: n: a value to test for primality, n>3; k: a parameter that determines the
number of times to test for primality <t0a
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Output: composite if n is composite, otherwise\(probab Y pbrime
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Proposition 3.18. Let n be an odd composite number. Then at least 75 % of
the numbers a between 1 and n — 1 are Miller—Rabin witnesses for n.
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Dicthbutiony % Py es

Definition. For any number X, let

7m(X) = (# of primes p satisfying 2 < p < X).

Theorem 3.21 (The Prime Number Theorem).

lim m(X)

N (X)) -
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