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Discate Logathaproblem:

Giva g, h-G, find exponatX can integer such that

gx
=h.

known time and space complexity:

N =0r(9)

Brute-force OCN) stepsstepismultiplicationinthe
numberof bits to store N)

Buby.step-Giant-step =OCINIOGN) step (still exponential)
OCIN) space

Diffie-Hellman key exchange

Properties of when G=2p*where pis prime

FermanLittle Theorem

polig-Hellman
algorithm
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Diffie-Hellman key exchange protocol

public: p large price

I large prime order in 2p
*

Private:Alice: a

Bob
=

b

computation:Alice : A
=ga mod p

Bob:B=yb wood p

Exchange:Alice
A >Bob

B

Alice < Bu

computative: Alice:B9God p
Bob:Ab and p

①Alice and Bob compute the same secretshared

value:

Ba =gbu =gab =Ab mid p

② ave knows A, B, g, p, and that za.b

such
thatArg" mod p

B =g
-
God P.

Ive needs to find a, b.

This is equivalentto solve Discrete Logathm.



Properties of g

The time and space complexity of Discrete Logarture Algorithms

depends or ord(y).

We know ord(y) I(G)

WhenG =

2pwhere p is price.

(G) =p-1

ordy)/p-1 (This gives format's little theory)

Is there 9 7Zp* such that od(9) =p-1?

In otherwords, is pcyclic?

yes. Up is cyclic.The proofis quite involved and will be

discussed later.

How to find a such that od(g) =p-?

In other words, how to find a generator of p*?

No known deterministic polynomial algorithm.

Trial and Error.

Generators are common and easy to test.

If g is a generator, then gi is also a generator

opd(g)
if gid (i,p-1) =1. (see nextpage for details)

Hence, there are Q(p-) generators.



Fermat's little theorem :

Letpbe a prime.
For all gt, if pdoes not divide g,

thegpT =1. mod P

Exponentofa lives inGod p-1.

Thatis, if gx=h mod pthe

gxwop
-
1

=h God p

Application of termat's little theory

①primanty test

② ap- =1 mod P ->
ap"= 1 mod p

aqp
t
=q

-

GadP
a
+=qp

- z
mid P

qP*=d
"nod P

1

~



Properties of gi

ord(gi)
=dighordcq(

(a) Ifgcd(i, ord(g)) =1, then ord(i) =od(g)

(b) Letthe Unique prime factorization oford(g) be

·od(y) =N =9,9.... In where gip?"
and p,,p2, ..., on are distinctprimes.

LetNi=
=> 919... 9i-1 9i+1 9ite.... In

Ord (gNi) =qi



Pollig-Hellman Algorithm

solves gx=h where or (g) =N =g,a.... n

where gi=pp;and P., P2, ..., Pn are distinctprimes.

70i
=

1,2 . . .

, n -

..Ni =1.

Gi =gNi, ord(gi) =gi

hi=hN:

Sole X:such that 9=hi

solve Xsuch thatX =x, mod q,
↓

by Chinest

X =xe mod ga Remade
~

: 7 TheorU

x=xx mod an

·



RemarkS

①Policy - Hellman algorithm reduces the discrete logarithm

problem for
a ofarbitrary order to the discrete

logarithm for g ofprime power order.

eg: Spe =Jpe

② Suppose we cansolve g=h for ord(g) =p- i.spe) steps.

Then using Pollig-Hellman algorithm, we can solve gx=h

firord(g) =N =pi.p.*...par in

&

0 ( O(Spii) +10g N)
=1

③ Pollig-Hellman algorithm tells us thatthe discrete logarithm

problem is easy to solve if ordg) is a productofsmall

prime powers.

In particular, Diffie-Hellman is easy to break

if p-1is a product ofsmall prime powers

Hence, for Diffie-Hellman exchange protocol, we should choose p

such thatp= 2g+) where is prime and use a such that

Ord(g) =9.

Such prime p is called safe prime.



Using Baby-step --ant step.

To solvegx=h for ord(g) =p-

will require O(PP) steps

Refinementalgortrine can solve this in

0(eSp) steps

where O(Sp) steps is require
to solve

gx =h for ora())=p


