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An efficient algorithm for Euclidean gcd; an efficient algorithm for modular
exponentiation. An efficient algorithm for finding inverses in Z/N*.
m \What does it mean for these algorithms to be efficient?
Poly(log(N)); the number of bits required to express the number.
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Step 1. Compute the binary expansion of A as
A= A0+A12+A222+A323+ . -+AT-2T with A(), e .,Ar S {0, 1},
where we may assume that A, = 1.

Step 2. Compute the powers g2i (mod N) for 0 < ¢ < r by successive squar-

ing,
ap =g (mod N)
a1 = a2 = g° (mod N)
az = a3 = g22 (mod N)
a3 = a3 = g23 (mod N)

ar=a’_=¢* (mod N).

Each term is the square of the previous one, so this requires r
multiplications.

Step 3. Compute g** (mod N) using the formula

A Ag+A1-24A5-22 4+ A3.234...4 A7

g =49
2 3 r
=g ()M - () () (0P
= a0l -ay? -ay?---a (mod N). (1.4)
Note that the quantities ag, a1, ..., a, were computed in Step 2. Thus the

product (1.4) can be computed by looking up the values of the a;’s whose
exponent A; is 1 and then multiplying them together. This requires at
most another r multiplications.



