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collisions algorithms for DLP -

Pollard -who



Recall Disaster Logsthm Problem (DLP)

pis odd prime. G = (g) of order P.

GNCL p, g
and he G.

Find a such thatgeth

Recall Baby-Step / Giant-Step

· create two lists h,2 each of size SP
· Running time is 0(P)

motivation for collision algorithm to some DLP

is to remove the p space requirement
N

collision



-

Pollard's Rho algorithm (a collisive algorithm)

Suppose f:s -> S a random mappi of a finiteng
set sand itself.ISI = e

Take any Xo ES. compute xi+=f (xi)

We have xo, X., x2,........, called pseudo-random

walk.

Since S is finite, we have
-

xi=x5 for some i, J.

By Birthday paradox, we obtain a collision after an
expected number of JE. EIT+M] =d
·



Elyez's cycle algorithm (Ideal

Xo =Yo

x i+1 =f(xi)

bit) =f(f(yi))

When Yi is equal to Yi, we found the collisive.

without having to store any values.

Note that yi= Xai

Is there is such thatXi=Xa; if there exists collision?

We know from the cycle that

xi =X5iff; and;T and individes; -i

If. xi =xx:they and di = T and M1i

i will be the first value? I such that itis divisible

by M. Consider the sequence

I, T+1, Tt 2, . . . .

.
T+M- 1

Take modulo M.

Aa
+1, ata , .

. .

,
a+M-1

There are M values. One of them mustbe 0.

So, I such thatxi =Yi
=Xai. When collision

exists.



Pollad-who's algorithm

If f =s -> S is radum mapping of a fine set.

(1) Suppose. No, X., ..., is the pseudo-random walk

where Xixi=f(xi). Then I /si=T +M such that

x 2i =Xi

Where T is length of the tail and M is length of

cyce.

(2) f(T +M)=EisT (By Birthday Paradox

Application on solving DLP

salve g'=h mud p

Idea:If gin =g"modp (given i,, K,e)

then gir* = pets mod p

gi-k=gelt? modp
i-k =ece- i) mod p-1(*)

Solve f from (*) given i, 5, 4, l



probabilistic method to solve DLP (versive1)

↳1:g for some random i a <i=p
- 1

La:higs for some random I 0 - ] = p- 1

If 14.1 and Iral = 0 (JP) thatthere is a

high probability thatthey will have collisions,

Comparison between this and sharks BSG.S

① BSGS: Deterministic

This Probabilistic

② Same space complexity
③ BSGs:computation of gi or hygi

is a times previous value

This:each computation of gi can'tuse the
previou value.



Probablistic method to solve DLP (Versive 2)

Use Pollard-who algorithm: ge=h mod p

*It is unknownthat whether this function is random

enough to guarantee a collision afterP steps.

Xo =yo

xi+1 =f(xi)
3it =f(yi)

Suppose Xs=Ys

Write Xs =G
S

Ys =gWn

Then solve 1-5. = e(B-8) mod p-1



When compute Xi Yi, keep trackof Xi,Bi, ti, Ji where
Xi =g(iBi
yi =gri8i -

dit1= xitt when 0xx<p/3

Ea When P/3-X <2D/3

when 24/32X <P

Bit=

Gas,when
0x pls

When P/3-X <2D/3
Bi +7 when 24/32X <P

Wit=

E
sit =5



Challenge:

pollard to algorithm is used to solve DLP.

can we use same collisive algorithm strategy to

factor N = pq, where p, 4 and old primes.

See Homework 11. Question 3


