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Rabinencryption scheme

Elgaral encyption scheme



Rabin Encryption Scheme

public keys:N =pg a productof two distinctodd primes.

p
=

G
=

3 mud4

private keys:p, 9

encryption c =me mud N

decryption :m is a square root of a mud N.

Alice knows p, g knows how to find square not of a mrd N.

Cp = < mrd P

C
=c God a

square roots ofCP is E <(*) - Mi, -m,

I same roots of car is 1 q* -
Ma, -22

I use CHR to compute M Sit m =m, mod p

m =IM2 mudq

Eve doesn'tknow p, 9. Eve needs to solve square
notmodulo N.

This is a hard problem.

Rubin US RSA

Advantage:Encuptive is faster inRabie.

(Decytion Speed is the same)

Disadvantage:There are four square roots of < hrd N.

Four potential plaintexts.

Extra information aboutthe plantextis required.

Similar with RSA:Rabin is also deterministic.



Thorey:N is called a Blum integer

ifp
=

g=3 mud 4.

Given x &QRN. There exactly one

square notof Xwhich is a QR.

Application:If meQRN, then C=m mud N

has exactly one square notwhich

is a QR, hence, we know which

one is original plaintext.

Textbook Rabie:Men*

Blue Version:MEQRN IORNI=BIZN*)

Padded version:M1111111
me



ProbabilisticEncryption

The same plaintextcan be enrupted into different

Ciphertexts.

Elgamal

This is

called

2 - 1 msy.

expansion.

(g"9-mga* =m

Given A, P, g, fid g* =Amod p.
This is Discete Logaritum problem (DLP) which is hard problem.

Iwe can solve DLP, then we can break Elgamal.

Given A, B, P and I where Aga mode and B=gb mud p.

to find gab mod p.

This is Diffie-Hellman problem (PHPL.

If we can some DHP, then we can break Elgaral.

Homework]


