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Public parameter creation
A trusted party chooses and publishes a large prime p
and an element g modulo p of large (prime) order.

‘ Alice | Bob
Key creation |
Choose private key 1 <a <p — 1. TWis e
Compute A = g% (mod p). priqok
Publish the public key A. P - /‘k_ it
Encryption PRy .

Choose plaintext m.
Choose random element k.
Use Alice’s public key A
to compute ¢; = g (mod p)
and ¢y = mA* (mod p).
Send ciphertext (c1,c2) to Alice.
Decryption
Compute (c§)~! - ¢y (mod p). (gk )—\ MSQF - W)

This quantity is equal to m.

Table 2.3: Elgamal key creation, encryption, and decryption
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