
Quadratic Residue Modulo N =PG, p and of are distinct

odd primes

Zis*=41, 2, 4, 7, 8, 11,13, 143 (115) =G13(CCS)
-

=*
QR,5 =31,43

2Iy* Is*
43* =51,23

QR3 = 6 13
X+(X modb, X mod 5)

R =4 1,2,3,43
1 (1,1)

ORs = h 1,43
4 1 (1,4)

Theorem:QRN QRp XQRq
letYp =xMod P

X a
=X mod a

if xp -> GRpand XgtQRg, the X = (xp,Xa) CQRN

If x + QRN the XPt QRp and Xqt QRq

proof:If xpfQRpand Xa QRq, there exists a and b sit

a
* =Xp Godpand b=xq od 8.

Hence (x,xa) =(G2, bYis a QMN.

If (xp, xq) -> QRN, there
exist a and b sit

(a,b). (9,b) =(a2,b3)
=(xp,xq), hence

XpEGRp and Xat QRa

>



Theoee:If Xe QRN, then X has four square Nots.

Proof: X =

(xx, xa)

Any square roofof X is of form (a,b)

such thata is square
rootofXp

b is square Notof Xq

There are two square roots of Yp.

two square nots of Xg.

In total, four square nots of(Xp, Xab

Example:Whatis square notof
4Mod 15.3.5

4-> (1,4)

↓ ↓square wotsof1in Ey* is 1,6

squre roots of 4 in
is a,3

square not of (1,4) is

7 -
C1,a)

13 --(1,3)
2 --(0,2)
f -(6,3)

7, 13, 2,8 are square roots of 4

none of these square roots are QRN.

p
=

3,G=S(P =3 mrd4but9 E3wod)

In. Homework 8, Questions, when P=G=Gaod 4, exactly one of
the square rootis a OR.



coolly:1QRNI=I RN*1

> 8-
⑤

-

- -
⑤

·-aE
QRN En*



Algorithm to check if an elementis QRN

Input: X, N

Output:QR is x is quadratic residue,QNR olw.

P
Algorithm: Compute Jp(Xp) =xp E

>a(xa) =xq

IfJp/Xp) =Jq(xq) =1 then outputQR

OW QNR.

Running Time:Polynomial

Algorithm to find Square roots
of PRN

Input i N, XWhe XEQRN

Output:Squary roots of X mod N

Algorthm:Compute 4 and a such thatN=P q

compute square roots of Xp:11,92

compute square ports of Xo: b, b >

Output(a.,bi), (91,bu), (92,bi), (92,b2)

(after using CHR to convert (9,b) to (

=Zw")
v P

+1
I

P
=3 mud 4, 9,,92 are Exp moc p

9=3mod 4, b, ba are Ixq*mid a
Runing Time:Polynomial if P=G=3 Nod 4.



Tre
1. If factoring is easy, thenit is easy to find square not

-

modulo N.

2. If square rootmodulo N is easy, then itis easy to

factor N.

2. Given N and X,

Suppose you can find all square nots ofX Mod N

X., X2, x 3, 74.

How to use these square roots to find p, G.

Example:N =15

Square roots of 4 is 7,-7,2,-2

Observation:Take the difference between two inrelated square Nots:

7 - 2 =5 has factor 5

1 - (- 2) =9 has factor 3

2 - 7 =10 has fultor 5

2-1-7) =9 has factor 3

-

Z



Theorem: Let X, X2 be the two square roots of xi 2, such that

X, FIX2 mod N.

Either GCd(X,-X2,N) or gcd(X,+x2,N)
is a prime divisor of N

E

proof:x,* =xa* mod N

N((x,2- x 22)

N/(x, -xz)(x1 +x2)

Pql(x1 -x2)(x,+x2)

since p is a prime, p/X,z or PIX,+x2

case 1:p(X-Xz.

If 9(X, -x2 they pa1x,-X2 and here Xi =xa God A

which contradics the original assumption.

So,qXx,-x2. Hance, gcd(N, x,-x2) =p

case 2:p(x, +x 2

If glx,+x2 then 49/Xi+X2 and hence X, E
- x2 wod N

W

which contradicts the original assumption.

So,9X x, +x2. Hence, g1d(N, x,+x2) =P

In fact, a little additional arguementwill show thatboth

God(X,-x, NL and Gad(X, +X2, N) are prime divisors of N.


