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Theoretical complexity comparison

Quadratic Residues



Problems

Disaste loginition:Goyp G, g, h-G. Find xsit

g* =h

Diffie-Hellman:Given 9-p*where is
odd pre

and A, B such that

A =g" mod P

B=yb mid p.

ab

Find 9.

Factoring:Given N=P9 where paid of are

districtodd primes. Find P, 9

RSA problem:Given
N =p9 Where p and a

are

distinct odd primes, a such that

g,d(f,(p-D) (q -x) =1, Ged C. Find M
Such that

me
=cnid N.



SquaeRoot: Given N = PG where p and of are

distinct odd primes.
Find my such that

m
=

=C mod N



Theoretical complexity comprison

Problem Ais no harder than problem i

if an efficientalgorithm to solve public B

can be used to some problem A in polynomial

time.

Reduce Problem Ato problem B

Ees,

① Diffie-Hellman is no harder than Discetelogatho

② RSA public is no harder than Factoring.

Open questive: Is Factoring no harder than RSA?

③ SqnareRout, is no harderthan factoring

Factoring is no harder than SquareRoot.

Factoring and SquareRoot problems are polynomial -

time equivalent.



Quadratic Residues
(OR)

Definition:Given a group G,An elementyeG is a quadratic

residue if y =x
2

for some x&G.

An elementyet thatis nota quadratic residue

is called quadratic non-residue. (QNR)

Example:G
=

2s
*

-

QR =hi! e
2

GNR=2,33

Theorem:Given an abelian group
4. The setof AR is

a subgroup.

Notation:G:Zn*

QRP:setof quadratic residue modulo

QNR: Setofquadratic non-residue modulo a.



Quadratic Reside Modulo prime P >2

Observative:(QRpl=/QNRp/ P=5

p =7

p =11

Theoreme:For all y:t QRp, there exists exactlytwo
-
-

square roots.

proof:Ixsit y =x
*

Grd p.

so, X is a square roofof y

fx)* =x
=
=

y God P,

So,-X is a square
rootof y.

IS Xis equal to -x? No. Because if X =-X modp

they 2x=0 mod p

but 2XPbecause p is odd

We have show thatx, -x square roots of3.

could there be a third square roofof y?

suppose yes. Say X'

x)
=
=y = x

*

mid P

Pl x
2

x
2

p((x - x)(x +x)
->plX-X or Pl x+X

->v=Xmod p
->x= - x mod p

There can onlybe two square notof 1.



corollary:1QRp1=19NMp1==E
/

-

->
--->

QRP

-P
-

Observation:Consider 2p*= 197 where I is a genator.

xp* =490,9',9,9,..,gE -

gP-
2

3,I ... /

QRp =7 yo,9,9", 9%, ...94-3,9%,...., g4
-

33

multiply the exponentby a reduced modulo p-l.

I Elements in QRpis of the form 9" where

i is even

Elements in PNRp is ofthe form 9 "where

i is odd.



Theorem:An elementX eQRp iff x=I mod p

An elementX eQNRpiff x=-I nod P

proof: What could be the values of x* mod p?

(X)* =x= 1 and P

x
= 1, - 1

Suppose X/EQRp, x =g2"modp where Gtp*

such thatord (y) = p-1

x* =gai) =g(p) = 1 wrd p
Suppose x=) mud p.

-

Suppose x= gait
Y

Since
*El mud p

=1 mud pthe
9

Because Ord(y)=p-1, gE 1 mod p.

gE=-1 mod p

(gEYE-mur p
① contradicts &.



Algorithm to check if x+QRp.

Input:p, X+kp
*

compute xmod p.
If the resultis 1, output X is QRp

Olw, OutputX is QNPp.

RunningTime:polynomial.

Algorithm to compute square rootof xgiven thatX +QRp

·y
*
=1 mud pl

xX =xmud P
-

x* =X God P
E

(*)
*

=XGod p

So, x
is a square rootof X

- xis also a squre rootof X.

This only work when It is an integer.

p = 3 Mod 4

WhenP E3 mod 4, if X HQRp, then 1 x* mod p
are the square roots of X.

When p=/ mod 4, if x-QRp, no deterministic polynomial alg.



Jacobisymbol

spx =GE.r
An elementX eQRp iff x=I mod p
#

p
- 1
-

]p(x)
=x God p

multiplicative property of Jp(X)

Theorem:Jp(xy)
=Jp(x)Jp(y)

proof: ]pxy) = xymd p =3p(x)3p(y)

p- (

Jp(x) =x
= mod p

3p(y) =y mod P

corollary:If X, x'eQRp, y,y'f QNRp

(a) x.xeQR
p

(b) yy't-QRp -> 3p(yy =3p(y)3p(y)
=>(-1)( - 1)

(C) xy e QNRp
=1

->

3p(xy)=3p(x)Jp(y)
=(A)(-1)
=- 1


