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Euler Formula

Letinteger a coprine to 49.

q) = I mod pq

9=ycd(p-1,q- 1)

proof: 4 p*xg*
9 it (a modp,

amodel"

9
=(a,P-1)

=

1 mod P

a=(a.)
=

A mod q
(1) (9-1)

(a,a2)5 =21,17

d (11) =

1



Letp be prime.

Leta be an integer coprime to p.

Fermat's: aPII mod p

Letp, g be distinctprimes.

Let a be an integer copine to pg.

Euler's 1: q(P-9-B= 1 mod p

Euler's 2:a = I nidp.

9 =y1d(p -),y-1)



Dof
Euler's 1: a(P-B(-1) El mud pq
prof:(ap-)9t =1 mud p -> p(a** 1

q2)Pt =1 wrd a -> q/alP-- 1

b*/q(P
--1

-> I -> g(P4-R= mod p9

Euler's 2: q= I Mod 49

9
=g(d(p-1,q-1)

I
DrOf: Ya = 2px4
b =q(it (a,,92)

-A
mode =1a, =b mudp =

a

92 =b modq =q(at)) odg =1

b +(1,1)I
b =1



Diffie-Hellman Exchange:gY=h mud p, save X.

RSAproblem:= C nod N, solve M.m
11

End the eth rootof C modulo "

NPpride, Gcde.p-1)
=1Casein

since gade, p-1)= 1, there exist a such

that ed= I mod p-1.

m +* = cd mud P

So, use Extended Euclidean algorithm to find a

and compute m =d Mud P.



Case 2:N =

PG, pand of are distastpures

yr(sasy
if-e

know as
-

ed =1 mud (p-1)(9-1) using

Extended Euclidean Algorithm and compute

m
=med =cd mud

pa

RSAassumption:

If i is uniformly distributed atrandom inEN,

given N,e, c, itis hardto recover me.

--

-

I computationally intractable)

Weak Assumption

⑧ m may not be uniformly disabited.

②) partial information can be obtained from a



If factoring is easy then RSA problem

is easy.

The reverse is notknown.



&

Primality test:
Given an integer p, ittakes polynomial time to

check if pi pine.
-

Factoring large integers

Given an integer , find the prime

factors of 1. No polynomial time

algorithm is knowe

Shor's Quantum Algorith

Factoring integer is easy in Quantum

computer.



RSAcryptosystem (textboot/plaik RSA)

correctness:Prove thatre
= cd od N is equal to ma

prof:m'
=

c
* modN =med mid N =m mod N

Easy: encrypt:me mod N

decrypt: Bob solves for a using

Extended Eudideon algorithm

and compute amod N

Hard: break:Ive knows N, e, C, Based on

RSA assumption, itis hard to

recoveri



N =modulus 3 oublic
e: encryption exponent

&: decryption exponent

P, g
:primes Zarate
#in practice

①EfficientDecryption:9
9
Mod N using Euler

ed=mod(),g=gcd(p -1,g -1)

Example:p=229 (P-(-)
=63840

q =281 g-gcd(p1,q-1 - 4
N =64349

C =43927 (1)=15960
e =17389

15960
Firstcompute d:17389.d =1 mud 63840

d =595629
5,95629

compute n =43927 mud 6434

Rolghy 109 time

loy 5629 Time



② Efficientdecryption using CRT

m =cdmodpq
T

Using Chinese Remainder theorem.

fi

Xp =p*xEy

m=cd ->(m, mal
compute

d nod p-l
m, =m mod P =c mod P

Ma =n eod g = cdureda

compute

m =M, 4D +Ma Vg

Where putqu= 1.



③ Decryptic exposit should notbe small.

· To avoid but force attack

· However, large decryption exponent

leadsto long decryption time

ed =1 wrd(p- 1) (9 -1)

④If exceptive exponente is small.

· shortencryptive time S

-

· security issue:

gcde,(p-1)(q-1))
=1.

The smallest possible e>1 is 3.

(a) when message in is small.

M
3
-N

is withoutmoduloCiphertext C m

reduction.

Eve receives C, she justhave to

I
compute C over integers.

To find cube root over integers 2,

binary search, polynomial time.



(b) same message in is sectto.

receivers with public parametes
↳e

(N.,3)

(N2,3)

(No, 3)

gcd>Ni, NiD =1 iF].

Eve sees =m and Ni

12 =m* and N2

3 =
m* and N3

and Ni, N2 N 3.

Find C using CRT such that

C =C, mod NI

C =C2 mod N2

C =C3 mud N3

How to recover in from ?



Find C using CRT such that

C =C, mod NI

C =C2 mod N2

C =C3 mud N3

How to recover in from ?

c
=m* mod N, NaN3

Sin Ci < Ni, m < N,NaNs

save me by taking cube sortof C

over integers.



⑤ common modulus attack.

X
common modulus

(N, e:, dil

Leave as exercise! -

-

&



PaintextRSA

PlantextRSAis deterministic, which raises security

issue.

For example, suppose Eve just need to know if the

message sent to Alice is m.

Eve justneed to compute me where e is
&

the public encryption exponentof Alice

and compare me with the ciphertext sect to

Alice that. I has intercepted.

Pudded RSA

Embed message in
a random string.

↓


