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What is cryptography?
-c

· Protocols for secret communication, under the presence of evedropper
-

Alice < > 130b

Eve

(Evedopper

· Idea: Transform original message before sending it

· Basic terms:

excryption decryptio
Plaintext 2)ciphertext -> plain text

secure key: 0 mutual/shared key (symmetric)
&(public key, private tey) (assymenetic

encryptic decryption

Cryptanalysis: Attack on the cryptography scheme
&ead: even without secure key

Change: change the original usa

Foge: sad us to Bob in the name of Alice

Encryption and decryption are known to be public

security of cryptosystem is based on secure key,



&bift lipher

Alphabets: A BCDff... XYZ

securekey:K is an integet fom 0 to 25

Eccyption: Each letter in the plaintext, replaced it with the letter
&position to the right in the alphabet list.

k =2

At Plantext: HELLO

k= 1, ciphertext: 1FimO
C- D k =2, ciphertext: J GNND

D > E

x -> Y

Y -> E

z-> A

Decryption: "shift to left by a position"

Crytanalysis: Brute force attack

Try all possible keys 26



Foactions

e(m) is an encryption function that maps plaintext on to ciphertext (
with the key K

&K(re) is a decryption function maps ciphertext ->plaintext

~ith the key K.

inverse of excel o

~ e2

m =dkfk(x)
-

A <TC
&K is a one-to-one function B -5 *

--

1)eK(x) =((m) then

m
=dk(ek()) =dx)(x())=

A- C X
BX

*space of keys
u: space of plaintexts
C space of ciphertexts

&i encryption scheme

& :decryption scheme

A(K,M, c,e,d) Cipher is "successful"

#)easy to compute ciphertext ex(m), KCK, meM Alie

()easy to decrypt ciphertext if by is known Bob

3)difficult to decrypt ciphertext without key K. Eve

(4) secure against known plaintext attack

1)Silure against chosen platext attack

easy vs difficult



Understand Integers
-

Sereal "hard" problems provide crypto keys

Notation:

Divisibility

· a divides b (alb) a does not divide b (axb)
->bea for some integer C
· statement not an operation
· a is a divisor of b

Recrander

·n
=gd + r loEE

remainder
d is divisor (modulus, m (

g is quotest) N/A)
~ is recade- residue (

· Given n, d, there are infinite posiblity to - g, m

37 =2.13 + 11

37
=

3.13 - 2

· By convention, 0 Kr <d



Modular Aathmetic
-

modules

a ,b -> z, mt*

d =b mod a (a congment to b module a

if hld-b

&xcuple: 17 =7nd5 (S)17 - 7)
196 God 11 (1)x1y -3)

Reduce module e

& reduce modulo me: take the remander of division ofa by

37 God (3 = 11 64 Mod 26 =?(12) 64

50 Mod 26 = 24

-nod 26 =? 25
=SEE

IR



shift ciphers using modular aithmetic

Exception:Plantext - & God 26

Deception: Ciphertext - K God 26

2/261 = 30,1,2, ..., 253

set of remainders module 26


