
Homework 9

Question1:

(a)consider the Rubin encryption scheme.

Let N =34/89.

Letm =12013

Whatis the ciphertext?

(b) Given N=34189 and ciphertextc = 400.

listdown all thepossible plaintexts. Don'tfactories
are

(C) From the possible plaintexts, find panda where N =PG.

(d) Suppose we are given an extra information thatthe

plaintext is itself a quadratic residue modulo N.

Whatshould be the plaintextfor c =400?



Homework 9

Question1:

(a)consider the Rubin encryption scheme.

Let N =34/89.

Letm =12013

Whatis the ciphertext? M2 mod N =400

(b) Given N=34189 and ciphertextc = 400.

Listdown all the possible plaintexts.Don't factorize N.

Hint:Use (a) above. Four possible plaitets. X,xz
=20,-20

y,y21201, +2013

(C) From the possible plaintexts, find panda where N =PG.
p
=Gcd(x, -y1,N)q=gcd(X,+y,,N)

(d) Suppose we are given an extra information thatthe

plaintext is itself a quadratic residue modulo N.

Whatshould be the plaintextfor c =400?

Itpl mud 4 and y=3 mod4

they there should only be one

such plaintext?

For re [X,, x2, 1, 32], check if is QRN.

Example r=20.

i =20 mud p rg= 20 mud a

- up* =I mod p and rat-Imod a
E) r is ORN



JN(m) =3x(m)]q(n)

(e) suppose we are given the following extral information
that i is less that Na and IN(re) is 1

What is the plaintextfor C
=400?

4)suppose we are given the following extral information
that in is more than Na

and IN(re) is 1

What is the plaintextfor C
=400?

(9)suppose we are given the following extral information
that m is less that Na and IN(re) is - I

What is the plaintextfor C
=400?

Ch) suppose we are given the following extral information
that in is more than Na

and IN(re) is -1

What is the plaintextfor C
=400?



Question2

(c) What's the drawback of this
scheme?

&
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Question2

(c) What's the drawback of this
scheme?

(9) Domain of t is in. 12W"1= (p-1) (9-1)
codomain of -is QRN x 30, 13. Size is IPRN1x2

=> (2xx) x4
I

=IN*)
To show of is one-to-one.

We show thatif fex,)=fixa) than X, =Y2.



Observations:

Lety =(yp, 1a) and

Xp= Yp Mud P

xqb =yg rod 9

Observation 1:If x=(xp, xq) <N, the -X ModN

-Na.
Observation 2:If x=(X4,xa) JNC-x) =3p7x)

Jq(-x)

=
-3p(x). - 3g(x)=JN(X): S

Because -1 is nota QR midp
when P =3 God 4.

Hence JpH)=1.

2 mod N
L

y =(yp,yq) C
a= 30,13

l
rx
irex

a =inverse
·bit of

C T 9

d b

x4)-Xp, xq)
I

d -



If c =d, the JNCX) and 4GHN(x)

uniquely define each of X, x2, x3, 44

x 1 =xp, xq)

x 3
=

(xp, - xq)

JN(x, =Jp(Xp> Jq(Xq)

JN(X3=3p(xp)3q(- xa)

=>3p/p>Ja-1)3q(Xa)
-

-

- 3p(xp)3q(xa)
-

-
- JN(X,)



Question 3:Elgamal Encryption Scheme

d



Qnection 1:

deteministic and multiple transaction

m =w3188315619.31883
=> yb15619-31883
=>m9.b.15619.31883

9.b. 15619.31883 =1

- I

15619 = a mod p-1

31883= b "God P-1



Qnection 1:

deteministic and multiple transaction

For Elgamal, if Eve can solve DHP, Eve breaks

Zigamal.

For this system,
itappears thatitis not

easy to breakiteven we ce solve DHP.

DHP:A =g" mod P

B =gb mod P

solve gab mod p


