
Homework 7

Question 1
-

The congruence

x
=

C modp

has a unique solution congruence modulo prime p

When gcd(e, p-1) = 1.

In this question, you are asked to explore whathappen

When Gcd(e,p+) =1.

Consider p prime. (F0 mod p. e= 1.

↑ Give an example of p (prime), c =0 mud p, e =1

such that x=C mod phas no solution.

② Give an example ofp (primes, CEO mod p, e=
1

such that gcd(e,p+) F1 and x =modp

has at least two solutions. I

prove that if=mud p has a solution,
exactly

then it has god (e, p-1) distinctsolutions.
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De
=

1, p =S

X
=
C mod p

Find in Zp*sit
c is nota square/quadratic residue

& e = d, odd prime p

x
2
=mod p

where a in Ip* sit is a samare/quadetic

residue.

aR =Zp*P odd pine

QR =492,g +xp*3
IQR) =P
2pY OR

=

2 to 1 function





Question 2

Question 3

Question 4

Cat are find out the plain text without

finding p, g?



Question 2 For RSA, if you now (N) =(r)9-D,

then you can computed.

&

(9) me mod N (b) G
=N/p

compute D(N)=4-D(9-1)
compete d such that

-

ed =1 midg
=gcd(p-1,q-)

()
m = Cd wrd N

Question 3

for afrom 3 to JN=

check if p divides N,break

Oncep is found, use strategy inQuestive 2

-



Question 4

Cat are find out the plain text without

finding p, g?

C =m*mud N ·

=m ard N

g(d(e,ez) =1

Using extended Endideon algorithm to find n, V sit

e,4 +e2V =1

-,4+ezw

c=mizu = e = r and N



⑭S
The followingquestion isan experimentfor

longstatementductofthe
distinct odd primes. If e=3 andd is

given such that3d=/ mod1(N).

then we can find (N) easily.

For each of the following values, find PIN):

(a) N =17693317,e
=3,d =1178.993/

(b) N =61853041,2
=3,d =41224875

consider the scenario where a company decides

to use N =py as public key to all its employees
to save cost of generating large primes p, 9.

Each employee will have its own ce,d) values.

Ifan employee has (3,d), he can find 8(N).

Then the employee has the(e,d) of any other

employees.



Hint:DG(N) /3d-1 I

LetN' =3d-1

We know UCN) is a factor ofNi
N' =0 (N) since d t0!N).
GIN) is " of N.T. UIN)= OCN)

N' is a "small"multiple of UIN).

Find I sit a divides N, and compute

NYK,which is a potential value of

CIN).Use & to checkifNYK is
I

actuallyequal to (P-1)(9-1) for some pines
p and g

② 'Given N and CIN), findP, G.
W

(a) compute pty using

((N) =(p-1)(9+1)=P9 - (p
+a) +1

(b) compute p, q byfinding roots of

x
*
- (p+a) x +pg

=0

Il

(x -P)(x-q)
=x2 - (p +a)x +pq



Additional Questions

① Double encryption RSA.

public parameters:N, 9,2

parate parameters:d,, d2, p, 9

To encrypt:c =me and N

C =c, mud N

To decrypt:[TOPO]

[TODO] Argue whether Double encryptive RSA is

equal/less/more secure than RSA.



② Multi prime RSA

N =pyr where p, q, 0 are distinct odd

primes.

public parameters:N, e

private parameters:A, p, 9

To excypt: me mod N

to decrypt: " Mod N

How to find d?

ed=l'und??

Argue whether multiprine RSAis equal/more/less

salure than RSA-

Argue whether there is an advantage ofusing

multipime.
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