
Homework 6

1)Leti be a positive integer. Show that if i is composite

they there exists a prime divisor of a thatis less

than or equal to J.



snocticial I
1a) Show thati being composite has a divisor Je.

If i is composite, then a musthave a noctivial divisor

d =1,n

suppose d>Jn, theg= =Jn

b)show thatis being composite has a prime divisor =J5.

From (a) there exists a divisory of a thatis $5.

So, the prime divisor of amust
also divides and

is also 5n.
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2) Wate computer program
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If i is composite, Mille-Rabic test aims to find

a witness. To get10 numbers which are

notmiller Rabinwitness, use K =10.



3)Use calculator

T(x)
=
A
Ie(X)

#

I

wantto know the numberofprimes

of 1024bit, TC22") - x>2102)
=>

this en



4)Recall that
Pohlig-Hellman algorithm tells us that the discrete logarithm

problem is easy to solve if ordcy) is a productof small

prime powers.

Iparticular, Diffie-Hellman is easy to break

if p-1 is a product ofsmall prime powers

Hence, for Diffie-Hellman exchange protocol, we should choose p

such thatp=29+1 where I is prime and use a such that

Ord(g) =g.

Such prime p is called safe prime.

Describe an algorithm to generate a large safe prime.

Give informal analysis ofthe complexity and accuracy.



probability a N is a prime t
z(N)

probabilty thatne(*N,EN) is a prime m
-

In(N)

probabilty a number N is a safe prime?

u
=2

1P
=5

G = 3
S , p =7

G =5, p =11

g
=7, P =15
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9 =11, p =23

9=13,p
=27
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5)Letp be a prime. Show thatn =2p+1

is a prime if and only if 2*=modn.

->If n
=2p+1 is a price,the21 mode.

proof:By Fermat's little theorem.

If i is prime, they all mod

for gada,n) =1.

7 If 2
"nod , their n=2pH1 is prime.

Proof Attempt 1: Assume thatn is notprince.

Then there exists a prime qthat
divides D.

h

24mod g

2 =mod a

exponentlives in G-)-
If gid(4, g-1) =1, the -pY.
224.p-=(p- mod o

2
*
F mod a

g =3 =

-



This implies that it is a power of3.

I cannot be 3 because otherwise p=1

which is notprest
-

I

How aboutn = 3" where i 22?
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Proof. Attempt 2:

Assume thatn is notprime.

Then there exists a prime qui that
divides D.

/

24Il mod ge where a is the

largest exponent such
·22 =1 mod ge that ge divides a

Exponentlives in modulo ((9)

If gid(p, UCqe)) =1, thenpexist.

22P.Pt=) God ge

2 =I mod ge

3 =0 mod ye

which implies ge/3.

This can onlyhappen
when 9 =3,e

=1.

Herre, n =3 which is a primewhich

contradicts the initial assumption: thatit is

not prime.



The proof requires thatgad(p, g-1)= 1.

Is itthe

· p=2,a
=3,gcd(p,q-1)

=2

· So, we should consider only
odd prime P.

For even pure p, p=2 and n=5

which is prime.

·Letp be odd prime.

If God (p, g-1)F1, then it is p.

and p/g-1.
-

·

show that PX 8-1.
Recall that p is oddprime, is

prime and q(apt),q<2p+ 1
↑

-

·Ha, gcd(9, 9-1)-- 1


