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1.25. Let N, g, and A be positive integers (note that N need not be prime).
Prove that the following algorithm, which is a low-storage variant of the square-
and-multiply algorithm described in Sect. 1.3.2, returns the value g** (mod N). (In
Step 4 we use the notation |z]| to denote the greatest integer function, i.e., round x
down to the nearest integer.)

Input. Positive integers N, g, and A.
1. Set a=gand b=1.
2. Loop while A > 0.
3. If A=1 (mod 2),set b=">b-a (mod N).
4. Set a=a’ (mod N) and A = [A/2].
5. If A > 0, continue with loop at Step 2.
6. Return the number b, which equals g* (mod N).
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(a) 17'%° (mod 256).
(b) 2*" (mod 1000).
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Public parameter creation
A trusted party chooses and publishes a (large) prime p
and an integer g having large prime order in F/.

Private computations

Alice Bob
Choose a secret integer a. Choose a secret integer b.
Compute A = g* (mod p). Compute B = ¢ (mod p).
Public exchange of values
Alice sends A to Bob >y A
B < Bob sends B to Alice
Further private computations
Alice | Bob

Compute the number B* (mod p). ’ Compute the number A® (mod p).
The shared secret value is B® = (¢°)* = ¢** = (¢*)* = A® (mod p).

Table 2.2: Diffie-Hellman key exchange
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