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Question 1

(a) complete the following multiplication table.

(b) prove that x3+xtis irreducible over 12.

C) Draw the multiplication table for the field 172)/(x++1)
-

(d) snow thatE22x/(x +x +1) is isomorphic to 42TD)/(x+(+)
-

Question 2

(a) Show thatx irreducible in #32x]. (show thatno polynomial
of degree 1 in 1537x) thatdivides x+1.)

(b) Show thatx2+1 is notirreducible inIFs[X]. (Find a polycomial

of degree 1in $5[X] that divides xf(

(C) For what values of p does x*H is irreducible in Ip2X]?

Justify your answers.



Question 1

(a) complete the following multiplication table.

x2 1 +X

x+1 x
-
-Xt

(b) prove that x+x2+1 is irreducibleover He.
C) Draw the multiplication table for the field 172)/(x++1)

-

(d) snow thatE22x/(x +x +1) is isomorphic to 42TD)/(x+(+)

(a) X. x
=x3 Mod(x+x+D x3 = - x - 1

=x+1 I x +1

X. (x+x2) =x+x3 evd(x+x+1)
=xz

+x+1

(b) Idea:Show thatthere is no polycomial ofdegree <3 that divides

f(x)=x
3
+x

2
+1.

If tx) is reducible over Me, then f(x) =g()b(x) where

·

1 Xdy(g),dy(h)<3.

Idea:If f(x) is reducible then, there exist a tire sit

X-a divides f(x). If x-a divides f(x) then a is a roof

of f(x) -

f(0) =03 + 02H = 1, 0 is not a not

f(z) =1 +1 +1
=

1, Iis nota Not.

Since f(x) does nothave a rootin to, feel is irreduable over le.



Question 1

(a) complete the following multiplication table.

x2 1 +X

x+1 x
-
-Xt

(b) prove that x+x2+1 is irreducibleover He.
C) Draw the multiplication table for the field 172)/(x++1)

-

(d) snow thatE22x/(x +x +1) is isomorphic to 42TD)/(x+(+)

I

x) x3 +x2 +1
=

0

x3 =- x2 - 1 =x
x
+1in Ftx]

Cal) FeCy+x+D 2
=8 elements Recall 22x,x3+ x +D1503

/is a cyclic group with
t

TTxY,x+x+) 2
=8 elements

elements. So, they are

&(7) =6 generators)

zn FeCY+x+DY isagreatesof the new element.

In 15+x2 +1), Xis a generator ofthe non-zor element.

Xis sun thatx3 =x+

LetX such that *=9H.

LetB such that B* = B4+1
Write. 2 in terms ofB. [2

=a:+a,B+92B]



Question 2

(a) Show thatx irreducible in #32x]. (show thatno polynomial
of degree 1 in 1537x) thatdivides x+1.)

(b) Show thatx2+1 is notirreducible inIFs[X]. (Find a polycomial

of degree 1in $5[X] that divides xf(

(C) For what values of p does x*H is irreducible in Ip2X]?

Justify your answers.

(a) f(x)=x2 +1.If f(x) has proper divisor, then itis divisible by (X-a),94E.

f(0) =1, f(x)
=2,f(z)=2

So, f(x) has no root in 73[x], so, fax
is irreduable over its

(b) f(x)=x2+1. f(x) =1,f(x) =2,f(x) =3 =0

f(x) =x- 2)g(x)

(9) x2+ 1 is irreducible over ipwhen P= 3 mrd 4.

x 2+1 is reducible iff x+ has a roofin ip.

ift x
=

-1 mod p

ift -is QR mud p

ift P = I Mod 4
-



Questive3

LetF=13(x)/cx+1). F is a field because xt is irreducible

in F3[x] (sea Question 1a).

(9) How many elements
are there inI?

(b) Does xgenerate IIS03? Justify your answer.

(C) Does xt generate (1903? Justify your answer.

6

Question 4

(a) Consider the (3,6)-Shamir threshold scheme to share a secret in Fig.

Suppose thatparticipants Pa, P3, Ps pool their shares:

C2,8), (3,18), 16, 11)

Compute the secret.

(b) show thatif only be and is pool their shares:
(2,8), 1.3;18),

they have no information on the secret. In other words, justwith

the knowledge of(2,8), 13, 18), the secretkey can be any value

in Fig.
show thatthere exists a polycomial ofdegree a that

fits (2,f), (3,18), (0,5) for all values of selig)



Questive 3 W

LetF=13(x]/cx+1). F is a field because xt is irreducible

in F3[x] (sea Question 1a).

(9) How many elements
are there in I?

(b) Does xgenerate IIS03? Justify your answer.

(C) Does xt generate (1903? Justify your answer.

(9) 3*=g

(b) In F, x+ 1 =0 ->x== -1 = 2 nod 3

x, x
=

=2,2x, 2x=1

So,(xT =h xi in F3 =4 x, x2, 2x 3

() x+1,x +4=x4
2x+1,(2x)(x+1)

=

2x2+2x,(x +1)(x+1)=2x4+x+2x+1
=2X =2x+ 1 => 4 +3x+1

=> S+ 3x
=2

<x+1 =44+Di F3 = 3? 3



Question 4

(a) Consider the (3,6)-Shamir threshold scheme to share a secret in Fig.

Suppose thatparticipants Pa, P3, Ps pool their shares:

C2,8), (3,18), 16, 11)

Compute the secret.

(b) show thatif only be and is pool their shares:
(2,8), 1.3;18),

they have no information on the secret. In other words, justwith

the knowledge of(2,8), 13, 18), the secretkey can be any value

in Fig.
show thatthere exists a polycomial ofdegree a that

fits (2,f), (3,18), (0,5) for all values of selig)

(9) Justuse layage Interpulative to compute f(x).

f(x) =40 +a,x+ax

do is the secret.

f(x)=8,f(z)=18,f(s). =11

Find fC0>.

(b) Letf(x) =G0 +a,x +drX eITigEx].

Find f(x) such thatf(x) =8,f(3)=18,f(0) =S.



Question

Consider the following (6,6) secret-sharing scheme.
The secretkey is a bitstring of 12 bits.

Distribute the shares to each participant:
participat 1 gets the first 2 bits bob,

patilpat 2 gets the subsequent 2 bits b2b3

=

participant 6 gets the last a bits, bio bil

(a) How, do all participants compute the secret?

concatenate all the shares:bob, ba... bil

(D) can less than 6 participants compute the secret?

If first 5 participants pool their shares together,

they get bobs... by

Which implies, that secret key can only be one of the four possibilities

bobs... 6900, bobs ... 6g01,...

Outof the 2 possibilities, we rule out e-4 of them.

This is notsecure!



Question 5 Verifiable Secretsharing Scheme

In Shamir secretsharing scheme, the dealer who

distributes the shares to participants is assumed to be

honest.

A malicious dealer could give invalid shares to some people,

so thatany to people involving atleastone of them would

compute the wrong
secret.

To preventthis, one strategy is to ask the dealer to

publish gao, ya, ...,gat-1 where. No, 9, ..., at-1

are the coefficients of the secretpolynomial f(x),and

I is an elementoflarge primeorder.

(9) Show how each participant pi can verify thatthe

share (i, f(i)) he/she received is valid using values

9i =99:, 0-ist-1, thatthe dealer published.

Note that90,9, ...,at-1 are private/unknown to public.

i(b) Is such verification scheme secure?In other words,

could anyone find outthe secretvalue using the publish

90

values
,
a, ...,gat-1?

Hint:If you solve DLP, can you getthe
/

Secret?



(9) Show how each participant pi can verify thatthe

share (i, f(i)) he/she received is valid using values

9i =99:, 0-ist-1, thatthe dealer published.

Note that909, ...,at-1 are private/unknown to public.

i(b) Is such verification scheme secure?In other words,

could anyone find outthe secretvalue using the publish

90

values
,
a, ...,gat-1?

Hint:If you solve DLP, can you getthe

Secret?

(a) i, f(i), 990,9" . . .

.gat9
f(i) =a0 +a, i +dai+... +4 + it-

yfii) =gaota,
itdai +...+A+it-1 ,9i =gai

- 2

- 90.9". Ja'....
flib as Xcompute 9

compute gogige"
...get as Y.

Accept fii) iff X is equal to Y.


